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Substance of This Paper 

Tn the ha?f century before World War I the Army and War Department 
developed certain rules for protection of information that might be 
supposed to be the origin of defense-information markings. Examination 
of the circumstances indicates that such is not the case. The idea of 
defense-information markings was borrowed by the A, E. F. from the 
French and British during World liar I and soon picked up in the War and 
Navy Departmenl.s . Regvilations that continued to provide for such 
markings in thi period between the two "World "Wars are reviewed with 
particular atttmtion to their invocation of the Espionage Act of 
June 15 , 1917. Army and. Navy \isage in this matter were coordinated in 
1936. This ma-'ked the beginning of development of an interdepartmental 
system of deferise-information carkings . 

PreliminaT-y Remarks 

This paper contains a cursory treatment of a subject that can be 
fully understood only in a wide historical context. Protection of defense 
information is only one facet of the larger subject of protection of 
official information in general. This larger subject has had a long 
and complex history, each facet of which deserves a small monograph in 
itself. 

Weasures and practices for the protection of official information 
in general long served to protect any defense information that needed 
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protection wit'iout there having to be any clear distincii.on between 
defense infornation and other official infoimation requiring protection. 

very significant that the Army did not effectively distinguish 
between these two kinds of information requiring protection until 1954 
and then only under organized pressure from the press exerted through 
Congress. '’Thinking through" to realization of the need for a sharp 
distinction was difficult, and early measures and practices for the 
protection of official information do not readily lend themselves to 
analysis in terms of such a distinction. 

■ 

When markings with prescribed meanings began to be applied to 
documents to indicate that their content required special protection 
ordinary English-language words or word combinations were chosen 
because they had the advantage of conveying even to the uninitiated 
some idea of what was intended. Unfortunat ly, this choice of markings 




inevitably made it difficult later on to distinguish be'tween these words 
or word c-mbinatinns as applied with a prescribed meaning and the same 
or similar expressions applied with only ordinary-language meaning. 

For present purposes we are clearly concerned only with the use of 
markings with prescribed meanings » More than that^ we are concerned 
with their use for the protection of defense information . Unfortunately, 
use of protective markings with prescribed meanings has not been limited 
to Tise for the protection of defense information. 

From 1775 the Articles of War governing our Array have forbidden 
any unauthorized correspondence with the enemy on the part of our 
soldiers. From 1776 there has always been legislation against spying 
by civilians in time of war. Even if there had not been such 
legislation spying in any area of active military operations could be 
dealt with in time of war under the international law of war. Any 
penalization of spying could of course be expected to have some effect 
in protecting defense information. 

In time of war various extraordinary measures could be taken that 
coiild also be expected to have some effect in protecting defense 
information. The numerous political arrests ensuing upon suspension 
of the writ of habeas corpus during the Civil 7!ar certainly had such 
an effedt. Another illustration is afforded by the system of censorship 
set up during V/orld T('ar I . Such arbitrary means of protecting defense 




information arc* not ordinarily available in a democratic country in 
time of peace. Sooner or later, therefore, it must face the problem 
of protecting defense information in time of peace by ordinary law 
and regulations. It follows that we should be concerned here not 
merely with the origin of the Army’s defense-information markings but 
with their first being provided for as an ordinary means of protecting 
defense information in time of peace. 

Protection of Seacoast Defenses Against Prying Eyes. 1869-1925 

The first indication in War Department issuances that there was 
any necessity for guarding against foreign nxLlitary intelligence 
activities in time of peace is contained in General Orders No. 35, 
Headquarters of the Army, Adjutant General's Office, April 13, 186^ 

[Annex A here], which reads as follows: 

The following order received from t!ie War Department, is 
published for the information and guidance of all concerned: 
Commanding officers of troops occupying the regular forts 
built by the Engineer Department will permit no photographic 
or other views of the same to be taken without the permission 
of the War Department, 

I 

The substance of this order was included in compiled Army regulations 
of 1881 (par. 427,‘ p. 47), in Army regulations of 1889 (par. 366, p. 36), 
and in Army regulations of 1895 (par. 334, p. 46), 
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As our relations Trith Spain deteriorated before the Spanish V/ar 
the Vfer Department imposed more stringent rules for the safeguarding 
of our lake and coast defenses. General Orders No. 9, Headquarters 
of the Army, A. G. 0., March 1, 1397 [Annex 3 here], read in part 
as follovfs; • 

No persons, except officers of the Array and Navy of the 
United States, and persons in the sen’’ ce of the United States 
employed in direct connection -with the use, construction or 
care of these works, will be allowed tc -^risit any portion of 
the lake and seacoast defenses of the Uni-ted States, without 
the written authority of the Commandin[;, Officer in charge. 

Neither ■v?ritten nor pictorial descriptions of these works 
will be made for publication vrithout tho authority of the 
Secretary of '.Var, nor will any infoiTiiation be given concerning 
them which is not contained in the printed reports and documents 
of the War Department. 

A revision of the instructions contained in the order just quoted soon 
appeared in General Orders No. 52, Tivar Department, August 24, 1397 
[Annex C here]* The principal change was insertion of a paragraph 
indicating that the Secretary of ‘’.’Tar woiild grant special permission to 
•visit these defenses only to United States Senators and Representatives 
in Congress who were officially concerned there^vith and to the Governor 
or Adjutant General of the State where such defenses -were located. 
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In the following year Congress passed an act, approved July 7, 
lf?98 (3 S'at. 717) **to protect the harbor diifenses and fortifications 
constructed or used by the united States from malicious injury, and 
for other purposes.'* This act was published to the Array in General 
Orders N. 96, T/ar Department, A, G, 0., July 13, 1898 [Annex D here]. 
The language of the act that is of particular interest here is as 
follows : 



That any person who ... shall knowingly, willfully or 
wantonly violate any regulati on of the Tfar Department that has 
been made for the protection of such mine, torpedo, fortification 
or harbor-defense system shall be punished, ... by a fine of not 
less than one hundred nor more than five thousand dollars, or 
with ianprisonment for a tern not exceeding five years, or with both, 
in the discretion of the court. 

Section I of General Orders No. 45, Headquarters of the Army, 

A. G. 0., September 19, 1899, noted that the provisions of General 
Orders No. 52, 1897, quoted earlier, vrere '* frequently disregarded" 
and enjoined "rigid observance and enforcement'* of those provisions. 

In Array regulations of 1901 the language of General Orders No. 52, 

1897, was incorporated vd.th no significant change (pars. 402-406, p. 58), 
In Arnqr regulations of 1903 this language was reduced to the following 
(pars, 353-354, p. 56): 
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353 • Except by special authority of the Secretary of Tar, 
no persons, other than officers of the Army and Navy of the 
United States and persons in the service of the United States 
employed in direct connection vrLth the use, construction, or 
care of these works, vdll be allov/ed to visit any portion of 
the lake and coast defenses of the United States. 

354« The taking of photographic or other views of permanent 
works of defense will not be permitted. Neither written nor 
pictorial descriptions of these works vdll be made for publication 
without the authority of the Secretary of ^:ar, nor will any 
information be given concerning them which is not contained in 
the printed reports and documents of the T^r Department, 

In Army regulations of 1909 the last paragraph was renumbered 
(par. 356 , p. 65) without change of language, but the preceding 
paragraph was both renumbered and re>Tritten (par, 355, p* 65) as follows: 

355 • Commanding officers of posts at which are located lake 
or coast defenses are charged with the responsibility of 
preventing, as far as practicable, visitors from obtaini.ng 
information relative to such defenses which would probably be 
communicated to a foreign power, and to this end may prescribe 
and enforce approprtate regulations governing visitors to their 
posts . 

.American citizens whose loyalty to their Government is 
unquestioned may be permitted to visit such portions of the 
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defenses as the comnandj.nB officer deen^ proper. ' 

This 'vas the first open avowal in the V<ar Department issuances here 
reviewed of a purpose of protecting fixed defenses against foreign 
military intelligence. 

The language of Paragraphs 355 and 356 of Army regulations of 190fi 
was retained in subsequent revisions of Army regulations in book form 
as follows: 

IQIO Pars. 35S and 359, p. 69 
1913 Pars. 347 and 343, pp. 75-76 
1917 Pars. 347 and 343, p. 35 

An act of Congress of I'arch 4, 1909 ”to codify, revise, and ajuend' the 
penal lav/s of the United States" (35 Stat. 1088-1159) included the 
specific penal provisions of the act of July 7, 1398^ quoted in part 
earlier. Some were included in Section 44 (p. 1097) under the marginal 
heading "Injuries to fortifications, harbor defenses, etc." The other 
provision, quoted earlier, ^'ras rev^ritten and augmented in Section 45 
(p. 1097) under the marginal heading "Unlawfully entering upon military 
' reservation, fort, etc." That section read as follows: 

■Whoever shall go upon any military reservation, array post, 
fort, or arsenal, for any piirpose prohibited by law or military 
regulation made in pursuance of law, or whoever shall reenter or 
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be found Trithin any such reservation, jost, fort, or arsenal, 
after having been removed therefrom or ordered not to reenter 
by any officer or person in command or charge thereof, shall be 
fine’d not more than five hundred dollars, oi imprisoned not more 
than six months, or both. 

Although founded on the provision quoted earlier of the act of July 7, 
1898, this language was so amplified as to \mount virtually to new 
legislation. The new language tends to divert attention to what the 
earlier act had referred to by means of the word “trepass," Attention 
therefore needs to be called to the fact that the new language as v/ell 
as the old effectively gave the force of law, rath imposed penalty for 
violation, to the provisions of current Army regulations about 
photographs and written or pictorical descri ptions of seacoast defenses 
and about local regulations to prevent visitors from obtaining 
information for a foreign pcr/rer. 

In view of the pertinent content of current Army regulations the 
section quoted above from the Ciiminal Code of 1909 may be regarded 
as the first very good approximation of legislation against espionage 
in time of peace. The act of 1898, even in the light of then current 
Army regulations, can be argued, from its text, to be directed more 
against sabotage than against espionage. 

Section 45, quoted above, of the Criminal Code of 1909 was 
incorporated without change in language in the United States Code of 1925 • 
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At this print note should be made of the fact tha€ the initiative 
for the establ:' shment in 1907 of rules for protecting the content of 
coraiminications and internal issuances containing information not 
intended to be made public vras taken by the Chief of Artillery, then 
already designated to head an independent Coast Artillery Corps from 
July 1, 190c under the title Chief of Coast Artillery, What resulted 
from the initiative then taken Trill be discussed under the next heading. 

The next ’far Department issuance that deserves mention at this 
place vras General Orders No. 3> "'f'ar Department, February I6, 1912, 
Paragraph [Seoion] X of this order read as follow: 

X. INSTR ICTIOI'E RELAnVE TO THE SAFE-KEEPING OF MIITARY RECORDS 
CONCERNING SEACOAST DEFENSES 

1, The following-named records shall be classed as strictly 
confidenfe.al, and shall be kept imder lock, accessible only to 
the officer to whan intrusted, except that trusted emploj'ees may 
have access to (c) and (d) when the exigencies of the service 
make this desirable for the transaction of business: 

(a) Submarine mine projects 

(b) Land defense plans 

(c) Maps and charts showing locations on the ground of the 
elements of defense, of the number of guns, and of the character 
of the armament. 

(d) Tables giving data with reference to the nu^nber of guns, 
the character of the armament, and the war supply of ammunition. 
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Serial niunbers or other proper marliings for identification 
shall be given to all these records and any future originals or 
copies shall be of the date of production with proper marking 
for identification. Complete lists of these records shall be 
kept in the offices from which they emanate, and the officers 
responsible for their safe-keeping shall make checks at intervals 
of not more than one year. 

These records are to be available for commissioned officers 
at all times, but no copies shall be made, except at the office 
of issue, 

2. All records concerning elements of defense of the seacoast 
fortifications other tiian those specified in section 1 of this 
paragraph shall be considered of a more or less confidential nature 
and precautions shall be taken with a view to preventing their 
falling into improper hands. 

Here, in outline, was a complete system for the protection of defense 
information much like the systems of today, except that no particular 
markings were prescribed. 

Special note should be taken of the fact that the instructions Just 
quoted distinguished two major categories of material requiring different 
degrees of protection. 
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The langu'ige of the instructions quoted was incorporated (par. 94» 
p. 216) in the Compilation of General Orders. Circulars, and Bullet jjis 
of the V/ar department Issued Betvfeen February 15. 1^1. and December 31, 
1915 (’iVashington, 1916). The paragraph of this compilation in which the 
instructions wtre carried was rescinded by Changes in Compilation of 
Orders Ko. 35, October 1, 1922, which referred to superseding pamphlet 
Army Itegulations 90-40. The latter had been issued on May 2, 1922, 
under the head;.ngs ’’Coast Artillery Corps. Coast Defense Command,” 

The comparable language appeared in Paragraph 17, ’’Safe-keeping of military 
records concerning seacoast defenses." It was generally similar to the 
language previously in effect, but specified that the two major categories 
of records involved should be classed as SSCHET and COflFTDEh’TIAL, 
respectively. These markings by that time had special meanings elsewhere 
prescribed. 

First ’^ar Department Rule s for Protecting the Content of Communications 
and Internal Issuances Not Intended to Be T'ade Public 
On October 3, 1907 the Chief of Artillery invited the attention of 
The Adjutant General [Annex E here] to the fact that the word 
"confidential” was being used without any prescribed meaning as a marking 
on communications and printed issuances. He pointed out the 
ridiculousness of the situation by citing examples, including one 
issuance marked "Confidential" that contained merely formulas for making 
whitewash. In his stated opinion there should be some way of indicating 
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degree of conlidentiali ty, some time limit on the effect of a marking 
whenever practicable, and requirement of an annual return of confidential 
materials in the possession of particular officers. He proposed the 
establishment of four degrees of confidentiality that can be approximated 
by the follovn.ng expressions: 

1. For your eyes only 

2. For the information of commisEionei officers only 

3. For official use only 

4. Not for publication 

The Chief of Artillery closed his letter with this paragraph: 

The occasion of this letter is that this office has had 
several cases before it where officers have lost or misplaced 
confidential communications, and one case is now before this 
office in which a harbor chart (Confidential) was stolen from 
a fire control station. The question arises as to whether or 
not proper precautions had been taken to protect this 
confidential publication. 

The Chief Signal Officer and Chief of Engineers when consulted 
by The Adjutant General agreed with the Chief of Artillery. The Chief 
Signal Officer expressed his opinion that printed issuances should not 
be considered "confidential publications" but themselves contain 
instructions on their dissemination. He cited the example of Signal 
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Corps llanual Nj. 8, Y»hich had the following -itatement tinted on the 
flyleaf just bnfore the title page; 

This Manual is intended for the sole personal use of the one 
to whom it is issued, and should not under any circumstances be 
transferred, loaned, or its content imparted to unauthorized persons. 

The Chief Signal Officer recommended that the matter brought up by the 
Chief of Artillery be referred to the Chief ^f Staff for appropriate 
action. The papers vfere therefore referred to the Office of the Chief of 
Staff, which prepared a staff memorandum on the subject for the Acting 
Secretary of War [Annex F here]. After revitswing the initiating 
proposal and the situation to which it referred, this staff memorandum 
indicated that the idea of setting time linri. os on the confidentiality of 
particular items was hardly practicable and that the idea of having 
returns made of specially protected material was imdesirable because it 
would be too complicated in application. The memorandum agreed that the 
marking "Confidential*' should have a prescribed meaning equivalent to 
"For your eyes only" but vrent along with the remarks of the Chief Signal 
Officer in proposing that materials intended to be available only to a 
certain class or classes of individuals should be "marked so as to 
indicate to whom the contents may be communicated," The draft of a 
circular on the whole matter was attached, substantially the same in 
content as the circular actually issued. 
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This stafV memorandum having been approved by the Acting Secretary 
of War, the pr: posed circular was issued to the Army as Paragraph 
[Section] II of Circular No. 78, V’ar Department, November 21, 1907 
[Annex G here]. The first paragraph prohibited further indiscriminant 
use of the marking '’Confidential" on communj. cations from the War Department 
and permitted its use on such communications only "where the subject-matter 
is intended for the sole information of the peirson to whom addressed," 

The second paragraph, dealing with internal issuances, required that they 
be accompanied by a statement indicating the class or classes of individuals 
to whom the contents might be disclosed. Thj third paragraph listed five 
internal issuances that were not to be considered confidential any longer. 
The fourth paragraph indicated that internal serial issuances marked 
"C^fidential" in the past were for the use of Army officers and enlisted 
men and Govemnent employees "when necessary in connection with their 
work." 

Several points may be made about this circular. First, it did not 
explicitly concern itself with what rre now call defense information, 
although it was mainly concerned with such information in actual fact 
when it dealt with the matter of protecting content of internal issuances . 
Second, it placed reliance for any necessary pi*otection of the content 
of internal issuances, not on jargonized stamped vrords or expressions, 
but on an accompanying statement of what was intended in the case of the 
particular issuance. Third, its provision with respect to use of the 



14 




r 



marking "Confidential” cannot properly be understood to Eave established 
any class of official information to be prot'-icted by that marking. 

The purpose of this provision was to stop the rise of the marking 
"Confidential" on internal issuances, such as those mentioned in the 
third and fourth paragraphs of the circtilar, and to restore that marking 
to its traditional and basic ordinary-language use to mean "For your 
eyes only," Assuming that the marking "Confidential" v/as thereafter 
used as directed by the circular, there can be no way of knowing 
whether the marking was used to any extent to protect defense infonnation 
unless a statistical analysis were to be mads of actual usage over a 
particular period of time. 

Although this circular prescribed a meaning for the word 
"Confidential" when used as a marking, it d not undertake to prescribe 
a particular meaning for that word as used in written and verbal 
discourse. It could not have effectively done so in any case. It is 
possible that references in subsequent issuances to confidential 
materials may intend to refer to communications marked with the word 
"Confidential" in accordance with the circular under discussion. 
Nevertheless, such subsequent usage is very unlikely because the reference 
would normally be to a class of material distinguished by subject content 
or on some other basis than the way it was marked. Too much emphasis 
cannot be placed on the fact that the circular distinguished mateidal 
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as properly to be marked ^Confidential," not on any basis of content 
or origin, buL solely on the basis of intencsd dissemination to the 
recipient only. 

From Tfhat has been said it should appear that the prescribing of 
a meaning for the marking "Confidential" by Circular No. 78, 1907, has 
little significance for the purposes of this paper. It can, however, 
have the unfortunate effect of diverting attention from the second 
paragraph of the section involved, which has a good deal of significance 
for the purposes of this paper. 

The provisions of the circular were ill -conceived in a particular 
way deserving of notice. They recognized tr.o ways of marking materials. 
One involved only use of a word with stereotyped meaning. The other 
required thinking and the composition of specific instructions . Given 
the human tendency to slip-shod reading of regulations and to taking 
the easy way out, it was inevitable that the circular would not be very 
successful in repressing imauthorized use of the marking "Confidential." 

The provisions of this circular were not included in Army 
regulations of 1908, 1910, 1913, and 1917 and were not republished in 
any form until they were included in the Compilation of General Orders. 
Circulars, and Bulletins ... that was issued in 1916 (see par. 176, 
p. 407). As so republished the provisions were not formally superseded 
until the issuance of Changes in Compilation of Orders No, 6, War 
Department, December 14, 1917, 
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First YJar Department Rules for the Special ' fandllng of Comniunications 
irith a Content Requiring Protection 

On May 19, 1913 the Judge Advocate General submitted informally 

e 

to the Chief of Staff a proposed addition to Army regulations. It dealt 
with the handling of confidential coiranunications [Annex H here]* 

The memorandum was concerned about '’leaks'* of information and particularly 
about the possibility of their occurring thiough persons handling 
telegrams. The "Remarks’* of this memorandum deserve to be quoted: 

Telegrams are inherently confidential. Outside of officials 

o 

of a telegraph compahy, no one has authority to see a telegram, 
other than the sender and receiver, except on a subpoena duces 
tecum issued by a proper court, 

A commanding officer of a post where the Signal Corps has a 
station has no right to inspect the files of telegrams, at least 
files other than those sent at government expense. 

The record of the Signal Corps operators is excellent. I 
consider the enlisted personnel of the Signal Corps superior to 
that of any other arm. The leaks that occur through the 
inadvertence or carelessness of enlisted men of the Signal Corps 
are few in number. Those occurring through intention on the part 
of these men are fewer still. In my opinion leaks most frequently 
occur through the fault of officers in leaving confidential mattera 
open on their desks where others may read as they transact other 
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The proposed addition to Army regulations was issued with no 
significant change in language as Paragraph [Section] II of Changes in 
Army Regulations No. 30, War Department, June 6, 1916. It read as 
follows : 



789I* In order to reduce the possibility of confidential 
communications falling into the hands of personsother than those 
for whom they are intended, the sender frill enclose them in an 
inner and an outer cover; the inner co'ser to be a sealed envelope 
or wrapper addressed in the usual way, but marked plainly 
CONFIDENTIAL in such a manner that the notation may be most 
readily seen when the outer cover is rtmoved. The package thus 
prepared will then be inclosed in anothor Sealed envelope or 
wrapper addressed in the ordinary manner with no notation to 
indicate the confidential nature of the contents. 

The foregoing applies not only to confidential communications 
entrusted to the mails or to telegraph companies, but also to 
such communications entrusted to messengers passing between 
different offices of the same heackjuarters, including the bureaus 
and offices of the War Department. 

Government telegraph operators will be held responsible that 
all telegrams are carefully guarded. No received telegram will 
ever leave an office except in a sealed envelope, properly 
addressed. All files 7ri.ll be carefully guarded and access thereto 
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will be denied to all parties except those authorized by law to 
see the same* 

Question Respecting the Meaning of the Vford ^Confidential" in the Latter 
Issuance and Other Issuances. 1907-1917 

There is no indication that those who were involved in the decision 
to issue the change in Army regulations just mentioned were aware at the 
time of the existence of the provisions of Circular No. 78 of 1907. 

There are various reasons for thinking that they were in fact not aware 
of the existence of those provisions. Circular No. 78 of 1907, as noted 
earlier, had not been embodied in Army regulations of 1908 and 1910. 

"Why then should the Judge Advocate General propose to amend Army 
regulations with respect to the handling of a class of material defined 
in a five-year-old circular that had never been embodied in Army 
regulations? The obvious answer is that he was not aware of the 
circular* s existence . 

The Judge Advocate General was obviously concerned particularly 
with the confidentiality of telegrams and from an ordinary legal point 
of view rather than out of any primaiy concern with national defense 
secrets. We should note, therefore, that the V/ar Department had long 
had to deal with problems connected with accounting for telegrams, 
including the problem of accounting for so-called confidential telegrams. 
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General Orders No. 81, Headquarters of the Army, At G, 0., 

August 11, 1879, had exempted telegrams of a confidential nature 
from the normal requirement that copies be supplied with the payment 
vouchers for accounting purposes. The significant language of this 
order had been incorporated (pars. 692 and 693, p. 68) in compiled 
Army regulations of 1881. That language was revised by General Orders 
No. 65, same source, September 17, 1886, and General Orders No. 15, 
same source, February 23, 1887, and the substance of the revised language 
had been incorporated in Army regulations of 1889 (par. 1310, pp, 142-143) 
and in Army regulations of 1895 (par. 1208, p. 169). 

A decision of the Comptroller of the Treasury on accoxmting for+ 
confidential telegrams was rendered on November 18, 1897. It was quoted 
in a further decision of the same officer that was published to the 
Army in General Orders No. 133, War Department, A. G. 0., September 2, 18’58 
The latter decision had to do with the special situation created by the 
Spanish War. These decisions of the Comptroller of the Treasury 
apparently had no effect on the pertinent provisions of Army regulations 
of 1901 (par. 1343, p. 183), which retained the language of 1895 Army 
regulations on the matter. The same language was retained in Army 
regulations of 1904 (par. 1196, p. 172), in Army reg\ilation3 of 1908 
(par. 1195, p. 200), in Army regulations of 1910 (par. 1202, p, 211), 
in Army regulations of 1913 (par. 1186, p. 227), and, except, for an 
irrelevant minor change in corrected Army regulations of 1917. The 




r 



reference throughout was to "confidential telegrams," but the retention 
of the old language makes it impossible to think that this use of the 
word "confidential" ever had anything to do with Circular No. 78 of 1907, 

T7e may ali'o follow a similar chain of traditional usage. General 
Orders No, 139. Department, A, G. 0,, May 18, 1863, dealing with 
operations of the Signal Corps, contained this paragraph: 

3. Connuni cations transmitted by signals are always 
confide nt:.alj they ■prill not be revealed by officers on stations 
to others than those officially entitled to receive them. 

In compiled Any regulations of 1881 (par, 2583, p, 273) this language 
iras changed to the folio-wing, since the Signal Corps had been assigned 
control ox fix'id military telegraph lines in 1879: 

... Communications transnd.t'ted by telegraph or signals are always 
confidential; they must not be revealed by parties on stations to 
others than those officially entitled to receive them. 

In condensed form this language was retained in subsequent revisions of 
Army regulations in book form as follows: 

1889 Par. 1760, p. 196 

1895 Par. 1543, p. 215 

1901 Par. 1745, p. 237 

1904 Par. 1592, p. 227 
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1908 Par. 1578, p. 260 

1910 Par- 1582, p. 277 

1913 Par. 1560, p. 297 

1917 Par, 1560, p. 316 

In the Army regulations of 1904 the follovring words were added and 
thereafter retained; "or in cases specially ordered by competent 
military authority,” 

Here agaii the word "confidential" was used throughout, and the 
retention of old language makes it impossible to think that this use 
of the word ever had anything to do with Cireular No. 78 of 1907. 

Some further reason for questioning the meaning of the word 
"confidential" in Changes in Army Regulations No, 30 of June 6, 1913 
is the way in ’Thich the word was used contemporaneously in the digest 
of an opinion of the Judge Advocate General published to the Army in 
Bulletin No, 8, War Department, March 18, 1913 (p. 9-10) • This 
opinion held that the report of inspection and test of samples submitted 
by competitors for a contract was confidential in its nature and should 
not be produced in response to a subpoena because disclosure would tend 
to hamper the freedom of inspection and of recommendation by inspecting 
officers. Obviously the word confidential vras here lised in its legal 
sense of "privileged" (see any law dictionary under "confidential 
communications") and therefore without having anything to do yrith 
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Circular No. 71 of 1907 



To give another example of apparently inconsistent usage. General 
Orders No. 15, ^ar Department, April 25, 1916, requiring department 
commanders to establish intelligence offices in their headquarters 
included the following sentence: 

... All rt-cords, reports, maps, communications and other data 
connected with intelligence matters, will be considered 
confidential unless released by authority of the chief of staff. 

The plain fact is that Circular No. 78 of 1907 did not stop use 
of the word confidential in written or verbal discourse to mean 
whatever ordinary-language usage and context implied. Once this is 
appreciated you realize, also, that Circulaj. No. 78 of 1907 did not 
pretend to control any use of the word except as a marking. It is 
therefore never proper to presiune that references to '^confidential" 
material, made in the years immediately after the issuance of that 
circular, are to material marked in accordance vrith that circular. 

Such reference may possibly have been intended, but this should not be 
believed unless particular grounds can be adduced for so believing, 
r can say that T have not encovintered any instance where such reference 
T/as clearly intended. 

Thus, although. Changes in Army Regulations No. 30 of June 6, 1913 
prescribed a marking "Confidential" for envelopes or wrappers containing 
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confidential cormiuni cations, you cannot presome that it was referring 
to commimicatisns bearing that marking themsilves. Its purpose was to 
protect the coiumuni cations in transit, whereas the purpose of Circiilar 
No. 78 of 1907 had been to control disseinination of content by 
recipients . 

Establishment in the A. E. F, of Three Markings for the Protection of 
Official Information 

General Orders No. 64 , General Headquarters, A. E. F., November 21, 
1917 [Annex I here], established three markings for the protection 
of official information. ’Their meanings were defined in the following 
language : 

“Confidential** matter is restricted for use and knowledge to 
a necessary ndnimum of persons, either members of this Expedition 
or its employees. 

The word “Secret** on a communication is intended to limit the 
use or sight of it to the officer into whose hands it is delivered 
by proper authority, and, when necessary, a confidential cleik. 
TJith such a document no discretion lies with the officer or clerk 
to whom it is delivered, except to guard it as SECRET in the most 
complete \inders tending of that term. There are no degrees of 
secrecy in the handling of documents so marked. Such docmaents 
are completely secret. 
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Secret matter idll be kept under lock and key subject to use 
only by the officers to whom it has been transmitted. Confidential 
matter yiill be similarly cared for unle;. s it be a part of office 
records, and necessary to the entirety of such records. Papers of 
this class will be kept in the office files, and the confidential 
clerk responsible for the same shall be given definite instructions 
that they are to be shown to no one but his immediate official 
superiors, and that the file shall be l.ocked except during office 
hours , 

Orders, pamphlets of instructions, maps, diagrams, intelligence 
publications, etc,,” from these headquarters ... which are for 
ordinary official circulation and not intended for the public, but 
the accidental possession of which by the enemy would result in 
no harm to the Allied cause; these will have printed in the upper 
left hand comer, "For Official Circulation Only,” 

. . , Y/here circulation is to be indicated othersrise than is 
indicated .., [above] ,., there will be added limitation in similar 
type, as; 

Not to be taken into Front Line Trenches, 

Not to be Reproduced, 

Not to go below Division Headquarters, 

Not to go below Regimental Headquarters, 
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This order itself makes clear that the markings "Confidential" and 
"Secret" were already in use, for it scys "There appears to be some 
carelessness in the indiscriminant use of the terms ’Confidential* and 
’Secret.’" This previous usage was undoubtedly taken over from the 
French, who used these two markings, often with added injunctions such 
as "not to be taken into the first line." The British also had a 
marking "For official use only." 

Establishment by the Var Department of Three Markings for the Protection 
of Official Information 

On December 3, 1917 the Acting Chief of the War College Division, 
War Department General Staff, Colonel P. D. Lockridge, submitted a 
memorandum to the Chief of Staff [Annex J here] in irtiich he proposed 
the issuance of a general order respecting the use of the markings 
"Secret," "Confidential," and "For official use only" on War Department 
issuances. The implication was that these markings were already in use 
on such issuances, undoubtedly in reflection of such usage overseas: 

We have published and distributed in various forms documents 
and maps of secret, confidential and official nature, and 
undoubtedly will publish many more before the war is over. 

Lockridge' s proposal was approved next day by the Acting Chief of Staff, 
In The Adjutant General's Office, to which the matter then 7;ent for 
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action, the decision was made not to issue the proposed general order 
but to incorpor’ate its language in Changes in Compilation of Orders 
No. 6, Y?ar Department, December 14, 1917 [Annex K here]. In view 
of the importa;ice of the matter, unnumbered and undated advance copies 
of the intended issuance were distributed, and a printed ’’extract” of 
the regular printed issuance -was -subsequently given wide circulation. 

The new j.ssuance vras in substitution for the previous language of 
Paragraph 176 of the Compilation of General Orders. Circulars, and 
Bulletins of the T7ar Department Issued Between February 15, 1Q81 and 
December 31. 1915 (Washington, 1916) . The language dropped was that 
of Circular Nc . 78 of 1907. 

The first three paragraphs of the new issuance dealt respectively 
with the significance of the three markings SECRET, CONFIDENTIAL, and 
FOR OFFCCIAL U3E ONLY. Their language should be read in its entirety 
in Annex K here, but the following excerpts vd.ll give a general idea 
of Tdiat was intended: 

1. A document , or map mariced ”Secret" is for the personal 
information of the individual to whom it is officially entrusted, 
and of those officers under* him whose duties it affects. ... 

The existence of such a document or map will not be disclosed. ... 

2. A documfent or map marked ’’Confidential" is of less secret 
a nature than the one marked secret, but its contents will be 
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disclosed only to persons known to be . authorized to receive 
theiii or • • • • 

3. The information contained in a document or map marked 
»*For Official Use Only" Trill not be communicated to the public 
or the press, but .... 

Paragraph 4 of the new issuance was concerned with precautions 
to be taken for protection of information contained in documents or 
maps marked in accordance with its other provisions. The following 
final sentence deserves to be quoted; 

Publishing official documents or information, or using them for , 
personal controversy, or for private purpose without due 
authority, vn.ll be treated as a breach of official trust, and 
may be punished under the Articles of War, or under Section 1, 
Title I, of the Espionage Act approved June 15, 1917. 

This reference to both the Articles of War and the Espionage Act 
thoroughly confuses the purpose of the issuance. VMle the Articles 
of War contained provisions against corresponding v/ith the enemy and 
against spying, the reference here can only be to the provisions of 
the Articles of Y-:ar against disobedience of orders and miscellaneous 
misconduct. Section 1, Title I, of the Espionage Act, on the other 
hand, was very comprehensive with respect to any mishandling of 
"information respecting the national defense," If that section alone 
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had been referred to, the implication would have been that the new 
issuance relate i entirely to defense informat: on. Inclusion of the 
reference to the Articles of T.'ar makes it possible to argue that the 
marking ’’For official use only" was not intenied to apply exclusively 
to defense information and that the intention with respect to the 
marking "Confidential" is hardly clear. 

Attention must be called to the fact that the new issuance, like 
Circular No. 78 of 1907, was primarily concerned with internal 
issuances, Lockildge's memorandum started out with the words "Fe have 
published and distributed in various forms documents and maps of 
secret, confidential, and official nature This was a period of 

intensive training activities both in France nnd in this country. Fe 
were utilizing the experience of the French and British and to this 
end were obtaining, translating, and reissuing their printed and 
mimeographed issuances on a large scale. The lead in this activity 
was taken by the A, E, F,, but by various channels, such as Allied 
missions, a flood of copies of printed or mimeographed issuances came 
to this country from overseas in order that training in progress here 
might be made to approximate overseas requirements . 

In this way War Department offices had become familiar with the 
markings on French and Biltish issuances in printed or mimeographed 
form and on the issuances of the A, E. F., particularly translations, 
that had made use of the same markings well before any system of 
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markings had been prescribed in the A. E. F, 

it is probable, however, that the immediate occasion for the 
new War Department issuance of December 14, 1917, .ras receipt of a 
copy of the A. E. F, general order of November 21, 1917, dealing 
YTith the same subject, Lockridge wrote his memorandum to the Chief 
of Staff on the twelfth day after the issuance of the A. E. F. order. 
This just leaves time for printing and mailing of the A. E, F, order 
and its conveyance across the submarine-infested Atlantic Ocean, The 
language of the 7/ar Department issuance does not obviously follow 
that of the A. E, F, order but is not significantly inconsistent 
therewith, given the difference in circimistances here and overseas. 

The invocation in the new War Department issuance of the 
Espionage Act of 1917 must be regarded as specially significant. 

There had already been in force, until repealed by the Espionage Act, 
an act of March 3, 1911 (36 Stat. 1084-1085) "to prevent the 
disclosure of national defense secrets,” Before that, as I have 
already indicated under an earlier heading, the criminal code enacted 
by Congress on March 4, 1909 (35 Stat. 1088-1159) had contained a 
fairly strong section (Section 45, p. 1097) intended to prevent 
information about seacoast defenses from falling into improper hands. 
Even before that the act of July 7, 1898 (30 Stat, 717} had provided 
a penalty for any violation of military regulations for the protection 
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of harbor defeiaes. Apparently, however, none of these earlier acts 
had ever been invoked by a War Department is.mance as authority for 
the imposition of regulations to protect defense information. In 
fact, no regulations had been issued expressly for this purpose 
except the provisions of a general order of February 16, 1912, 
discussed earlier that dealt exclusively with the files of material 
kept by seacoast defenses. Vfe may surmise that invocation of the 
Espionage Act of 1917 was considered advisable because so many officers 
of the war-time army were drawn from civlliai life and therefore would 
not have the instincts of professionals. 

There is no indication that there Tras a;iy realization at this 
time that difficulties could arise in enforcing the Espionage Act if 
ofiicial information relating to the national defense was not marked 
as such, insofar as it was intended to be pi otected from unauthorized 
dissemination. Violation of the first three subsections of Section 1, 

Title r, of the act depended upon intent, but violation of the other 
two subsections depended in the one case on material relating to the 
national defense having been turned over to someone ”not entitled to 
receive if' and in the other case on such material having been lost or 
compromised threugh ’'gross negligence.'* Since the expression "relating 
to the national defense" was nowhere defined, the possibility of the 
public being permitted to have any authenticated knowledge whatever about tlie 
national defense, even the fact that Congress had passed certain 
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legislation related thereto, depended on application of the expressions 
"not entitled to receive it" and "gross negligence." 

In any prosecution for violation of either of the last two 
subsections the burden of proving that one or the other key expression 
had application in the case would rest on the prosecution, and proof 
would be difficult unless clear evidence could be adduced that 
authority had :onirnunicated its intention that the specific material 
involved should be protected or unless that material was of such a 
nature that conmon sense would indicate that it should be protected. 

For purposes of adndniste’iing these two subsections of the Espionage 
Act the marking of defense information that is to be protected is 
almost essential, and its marking can also be of great assistance for 
purposes of administering the preceding three subsections. 

It would be logical to suppose that the marking of defense 
information began out of the legal necessities for administering the 
Espionage Act, but the indications are that such was not the case. 

The establishment three grades of official information to be 
protected by markings was apparently something copied from the A, E, F., 
Trhich had borrowed the use of such markings from the French and British, 

First Pamphlet Army Regulations on the Use of Protective Markings for 

the Protection of Official Information 

Paragraph 176 of the Compilation of Orders. Circulars, and 
Bulletins , , , as changed by the issuance discussed under the last heading 
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was rescinded by ChanRes in Compilation of Orders No, 27y J7ar 
Department, March 25, 1921, which added •’Sen AR 330-5.'* 

This reference was to pamphlet Army Regulations 330-5, War 
Department, January 22, 1921, headed Documents. "Secret,** **Confidential,' 
and "For Official Use Only'* [Annex L here]® Since this issuance 
provided for the use of both inner and outer covers in the transmission 
of material marked SECRET, the provisions of Paragraph 776 of Army 
regulations of 1913 were rescinded by Changes in Army Regulations No. 114 
March 25, 1921, The rescinded paragraph was identical with Paragraph 
7892 of Army regulations of 1910, adcted by Changes in Army Regulations 
No. 30, War Department, Jiihe 6, 1913. The latter issuance, which 
concerned itself urith the use of inner and outer covers for the 
transmission of so-called "confidential communications" has been 
discussed at some length under a previous heading. 

Army Regulations 330-5 of 1921 was basically a compilation and 
elaboration or adaptation of provisions previously in force. Its key 
language in defining the three markings prescribed was as follows : 

A document will be marked "Secret" only when the information it 
contains is of great importance and when the safeguarding of that 
information from actual or potential enemies is of prime necessity, 

* ^ * * * * 

A document will be marked "Confidential" when it is of less 
importance and of less secret a nature than one requiring the mark 
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^ » 

of "Secret,* but which must, nevertheless, be guarded from 
hostile or indiscreet persons. 

it ^ # *** 

A document will be marked "For official use only" when it contains 
information yrhich is not to be communicated to the public or to 
the press, but which may be communicated to any person known to be 
in the service of the United States whose duty it concerns, or to 
persons of undoubted loyalty and discretion who are cooperating 
with Government work. 

Army Regulatio:is 330-5 of 1921 otherwise concerned itself with the 
transmission cf marked documents, as already indicated, with authority 
to affix and cancel the two higher markings, with written indications 
of that authority to be subscribed to those markings and their 
cancellations, with the precautions to be taken with documents of the 
two higher grades, and with several minor or incidental matters. 

The curious thing about this issuance is its failure to relate 
itself to the Espionage Act of 1917 or to limit itself to defense 
information. It merely provided for the continuation of a system of 
maricings that had been established in war time. This system was not 
a product of any thoughtful consideration of the general problem of 
protecting defense information and other official information. It 
was a res\ilt of reflex response to immediate necessities arising in 
the prosecution of the war. 
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During the war everyone understood, instinctively, that measures 
for protection of almost any sort of officia] information might have 
to be taken and accepted as war-related. Through censorship there was 
even tight control of the press and all private communications that 
were not face-to-face, and the third section of the Espionage Act 
permitted the war-time suppression of all seditious or disloyal 
utterances. Under the circxunstances any attempt to discriminate 
between war purposes and other purposes in protecting official 
information would have been bootless and supererogatory. 

Circumstances changed with the ret\im of peace but in such a way 
that the matter of distinguishing defense information from other 
official information requiring protection did not at once demand 
special attention. The amount of new defense information generated 
was small, being related to the miniaturization of our peace-time land 
forces and the general expectation that there was "not going to be any 
more war." Such defense information as was generated only came to 
the attention ordinarily of inner circles of professional anny officers 
and career civil servants with ingrained tinders tan ding of the 
proprieties with respect thereto. Controlling regulations represented 
merely a reissuance of applicable war-time regulations in a new form 
without any significant change in substance and perhaps without any 
realization that they had rested in part on shaky foundations. They , 
therefore had an ambiguity of applicability that could have been 
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avoided by borrowing from the Espionage Act the jiirase "relating to 
the National Defense" for insertion after tliC word "doctiments" in the 
title of the pamphlet and at the end of the definition of "document" 
in the first paragraph. 

The ambiguity of applicability that was not avoided was 
unfortunately established as a bench mark for subsequent revision of 
this pamphlet of Army regulations. The relativity of the regulations 
to the circumstances of the recent war was soon lost to view and their 
infallibility of conception more and more taken for granted. The 
ultimate result was of course embarrassment irrtien their infallibility 
of conception was called into question. 

Subsequent Changes and Revisions of Pamphlet Army Regulations 330-5 
Before Vforld T/ar II 

The following changes and revisions of Army Regulations 330-5 
were issued before World War II: 

Changes No, 1, Oct. 2, 1922 
ARMY REGULATIONS 330-5, Dec. 30, 1926 
Changes No, 1, Dec. 31, 1927 
Changes No. 2, Mar. 10, 1933 

ARMY REGULATIONS 330-5, Feb. 12, 1935 [Annex M here] 

ARMY" REGULATIONS 330-5, Feb, 11, 1936 [Annex N here] 

Changes No, 1, July 15, 1937 
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ARMY RBDIXATIONS 330-5, Sept. 23, 1937 

The last issuance iras superseded by Army Regjlations 380-5, June 10, 
1939, headed ”Safeguarding Mlitary Information,” which was reissued in 
a revision on June 18, 1941 • These two superseding pamphlets were a 
consolidation of Army Regulations 330-5 with the following: 

Army regi'lations 30-1205, Dec. 30, 1924 

Quartermaster Conas. Secrecy oi' Troop Movements Overseas 

Army Regulations 333-5, June 10, 1937 

Signal Communication and Cryptographic Security 
Section VT of Array Regulations 850-25, July 23, 1936 ( Miscella- . 

neous. Development, Classification of, and Specifications 

for Types of Eouipinent ) 

Safeguarding and disclosing of teclinical information regarding 
research, development work, and tests of military equipment 

The pamphlet revisions of Army Regulations 330-5 and the two 
superseding pamphlets of Army Regulations 380-5 always added to the 
content of the regulations and to the complications of the protective 
system. For present purposes, however, notice need be taken of only 
two innovations . 

In the 1935 psunphlet a fourth marking RESTRICTED was introduced 
with a meaning defined as follow: 
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A document is marked "Restricted'* when it contains information 
regarding jesearch work or the design, test, production, or use 
of a unit of military equipment or a component thereof which it 
is desired to keep secret. 

This marking was simultaneously prescribed by Changes No. 3 in Army 
Regulations 850—25, Februaiy 12, 1935 [Annex 0 hereljidiich 
read in part: 

■Whenever tlie chief of an arm or service which is charged with a 
research pi'oject or t-he design, development, test, and 
production of a unit of military equipment or component thereof, - 
shall deteimine that the maintenance of secrecy regarding any 
such pro je '.t is sufficiently important to the national defense of 
the United States to warrant it, he may declare it a "Restricted" 
project, Information regarding a "Restricted" project will be 
considered to be information affecting the national defense 
within the meaning of the provisions of the Espionage Act (secs, 

1 and 2, Title I, ,,, 

*•«•# ■»•** 

During the period that a project has a restricted status, all 
documents, such as drawings, specifications, contracts, 
correspondence,, etc,, containing technical information regarding 
it will be- identified by being marked substantially as foUoY/s: 
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RESTRICTED 

Notice « This document contains infcrmation affecting the 

national defense of the United States within the meaning of the 
Espionage Act (U. S. C. 50:31, 32). The transmission of this 
docvment or the revelation of its cont .fnts in any manner to 
any unauthorized person is prohibited. 

Xn the 1936 revision of Army Regulations 330-5 the marking 
FOR OFFICIAL USE ONLY was dropped and the meanings of the other 
markings redefined as follows: 

A document will be classified and marked "Secret" only when the 
information it contains is of such nature that its disclosure 
might endanger the national security, o’* cause serious injury 
to the interests or prestige of the Nation, an individual, or 
any government activity, or be of great advantage to a foreign 
nation, 

«** 

A document will be classified and marked "Confidential" when the 
information it contains is of such a nature that its disclosure, 
although not endangering the national security, might be 
prejudicial to the interests or prestige of the Nation, an 
individual, or any government activity, or be of advantage to a 
foreign nation. 

*** 
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A dociment irill be clasaified and raaric>;d ’’Flestricted” -rrhen the 
information it contains is for official use only or of such a 
nature that its disclosure should be limited for reasons of 
administrative privacy, or should be denied the general public. 

These redefinitions were the result of an effort to bring Army 
regulations into closer accord with Navy regulations on the same 
subject [Annex P here]. The meaning of the marking "Restricted" 
that had been introduced by the 1935 revisicn of Army Regulations 330-5 
was in distinct conflict with the meaning of the same marking 
as introduced by Changes in Navy Regulations No» 15, January 18, 1934. 

Reprinted, corrected Navy regulations of 1938 [Annex Q here] 
included the definitions of protective information-markings already 
adopted as definitions by Changes in Navy Regulations No. 15, 

Comparison shows that the Army accepted the 1934 Navy definitions in 
1936 but added references to "an individual" and "advantage to a 
foreign nation" to the definitions of SECRET and CONETDENTIAL and added 
language to the definition of RESTRICTED with the significant words 
"for official use only" and "should be denied the general public." 

An alternative Navy definition for RESTRICTED was at the same time 
omitted. The Navy definitions did not limit themselves to defense 
information, but the Army definitions went further in the direction of 
covering "nondefense" information. 
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In clearly extending the applicability of protective markings to 
“nondefense** information the 1936 revision of Army Regulations 330-5 
contrasted with earlier versions of the same regulations, which had 
evaded facing up to this question of applicability. On what basis the 
regulations were now given their extended applicability is not made 
plain. The effect was to apply the menace of prosecution under the 
Espionage Act to the protection of whatever defense of "nondefense** 
information War Department officials might want to protect. 

The menace of prosecution had been made express for the marking 
RESTRICTED by Army Regulations 850-25 of 1935, as already indicated. 
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The menace was made express for all three markings by the revision of 
Army Regulations 330-5 of September 23, 1937» The pertinent 
language (par. 16, subpar. (e)) was as follows: 

... to re-«'eal secret, confidential, or restricted matter pertaining 
to the national defense is a violation of the Espionage Act ... 

Early Indjcation in Navy Regulations of Possible Prosecution for 
DLsclosurt' of Defense Information 

A menace of prosecution under legislation against espionage had been 
contained in Ni.vy regulations or naval instractions for some time before 
1935. It had llrst appeared in Changes in Navy Regulations and Naval 
Instructions Nc, 7, September 15, 1916 [Annex R here]. That issuance 
added to Artie ’’.e 713 of naval instructions a new subparagraph [(6)(b), 
p. 771] on dis josition of technical papera and notebooks by officers 
submitting thej r resignations. The last sentence of the added matter 
read: 



... Officers resigning are warned of the provisions of the national 
defense secrets act. 

The article involved has the side heading ’’Confidential publications," 
and the matter preceding the added subparagraph is concerned with 
"confidential publications relative to gunnery exercises and engineertng 
performances .** 
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This article on confidential publications had been included in 
naval instructions of 1913 as an adaptation of the language of Navy 
Department General Order No. 36, August 20, 1909 [Annex S here]. 

In the period before World 7/ar I the Navy Department had no prescribed 
markings for the protection of official information. The original 
order and the naval instructions of 1913 must iiherefore be understood 
to have used the word "confidential” in its ordinary-language sense 
rather than in any officially prescribed special sense. A system of 
protective markings for official information was first prescribed for 
the Navy and Navy Department by General Order No. 370, Febniary 20, 

1918 [Annex T here]. 

The "national defense secrets act" referred to in the subparagraph 
added in 1916 to the article on confidential publications was an act of 
March 3, 1911, entitled "An Act to prevent the disclosure of national 
defense secrets" (36 Stat. 1084). It was superseded and repealed by 
the Espionage Act of June 15 ^ 1917 (40 Stat. 217). Its purport was 
generally similar to that of the later act and needs no special 
attention here. 

In 1920 the article on confidential publications became Article 
123 of Navy regulations and was revised to take account of the fact that 
the naval service then had a system of protective markings for official 
information [Annex U here]. This system of markings was covered by 
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Article 2005 of the same 1920 regulations. The article on confidential 
publications retained the sentence referring to the national defense 
secrets act with the modification that the word ’’act" -vras changed to 
'•acts.** Changrs in Navy Regulations No. 5, June 15, 1923, substituted 
a reference to the "act of June 15, 1917 (espionage act)," By Changes 
in Navy Regulations No. 11, August 1, 1928, the subparagraph involved 
•was transferred frith this substitution to Article 76, At that place 
the sentence was retained in reprinted, corrected Navy regulations of 
1932 [Annex V here]. Changes in Navy Regulations No, 15, 

January 18, 1934, modified the framing slightly and shifted it to 
another paragraph (par, 10) concerned ■with secret and confidential 
documents rath.ir "than frith secret and confidential publications. At 
that place the warning was retained in reprinted, corrected Navy 
regulations of 1938 [Annex Q here]. 

Need to Distinguish Protective Markings That Were Not Specially Tlcfined 

at the Time of Their Being Affixed 

The use of markings such as CONFLfENTIAL, SECRET, PRIVATE, and 
UNOFPICIAL on communications from military and naval officers. War and 
Na'vy Department officials, and other public officers can be traced back 
almost continuously into the War of 1812, For the period before V'orld 
Y?ar I such markings cannot be presumed to have had officially defined 
special meanings. The presumption must be that they had ordinary-language 
meanings in shadings implied by the context and the circiims'bances . 
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interpretatior of such markings as having special meanings only later 
prescribed would not be supportable in any historically well informed 
adversary proceeding inquiring into their meaning. 

Although certain "War Department issuances antedating World War I 
dealt with the use of protective markings for official information, 
they did not specially define such maricings to give them any meaning 
other than what they could ordinarily carry. Thus in 1907 the War 
department prescribed that the marking COmrEOTIAL should be used 
only with the traditional meaning "For your eyes only." The purpose 
was to stop increasing use of that marking on internal issuances to 
mean -For limited official use only.** The issuances involved had 
usually been marked CONFIDENTIAL because they contained infonr.aticn 
about works and devices intended for seacoast defense. To prevent 
further such i;se of the maricing CONFIDENHAL the War Department prescribed 
that restrictions on the use of internal issuances should be imposed 
by an accompanying statement of intent rather than any word or expression 
appropriated for the purpose. The marking CONFIDEIOTAL was not defined 
at this time to apply to a special class of official information. 

Indeed, the meaning prescribed for this marking was intended to insure 
that it was not used to protect any class of information needing to be 
withheld from "the. public at large." 

Again, in 1913 the War Department prescribed the use of inner covers 
marked CONFIDENTIAL in the handling of confidential communications. 
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This action was occasioned by leaks of infonnation to the press, with 
suspicion falling on the people who handled telegrams. The action was 
taken at the initiative of the Judge Advocate General, who clearly 
used the expression ’’confidential ccsrnnunications” in the legal sense 
of "privileged coimiunications There is reason to think that the 
action was taken in xmawareness that there had been any earlier action 
respecting xise of the marking CONFIDENllAL, The new action was quite 
consistent with the old, however, since the marking CONFIDENTTAL was 
not specially defined. 

Since any particular- kind of protective marking for official 
information that was affixed in the period before Tcorld War I does not 
distinguish a specially defined class of information to be protected, 
it offers no basis for presumption that the information carrying the 
marking was protected information of a particular kind, such as defense 
information. One consequence is that no such "ancient" marking can 
properly be interpreted as carrying a specially defined meaning assigned 
to that marking at a later time. 

Fo rce of Protective Markings in the Period Before World War II 

A protective marking affixed to information by or for anyone in a 
position of official authority has had at all times the force of an order 
when the information has come into the hands of personnel subordinate 
to that position of authority. Official authority may, within 
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limitations, prnish disobedience of its orders by subordinate personnel 
Its power to do so has roots in the relation jf master and servant 
recognized in Anglo-American common law# More immediately, however, 
it is derived from enacted law providing for exercise of authority over 
government employees and members of the armed forces. Exercise of 
authority defined to be authority over such personnel cannot, of course 
extend to persons not included in such persorjiel. Protective markings 
on official information that have only the force of orders addressed to 
subordinate personnel cannot, therefore, have any force of orders on 
persons not included in ?uch personnel. 

Persons previously included in subordinate personnel may cease to 
be so included. This creates a problem for the protection of official 
information, since the persons involved may continue to have physical 
or Dental possession of official information that is considered to 
need protecting. It is significant that a menace of prosecution for 
espionage first appears in naval instructions as directed against 
officers resigning from the naval service. In 1934 ii was directed 
instead against "persons leaving the service," but no more widely 
directed menace of prosecution was contained in Navy regulations in 
the period before World War II . 

Statutory law ‘could provide expressly for punishment of persons 
not in Federal service for disregarding protective markings affixed 
to official information by proper authority. It has not done so 
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expressly in any general way down to the present time, Jn the period 
before Y^orld War II it had not done so expressly in any general way or 
in any special way. However, an act of Congress approved January 12, 
1938, was interpreted by the President over two years later on 
March 22, 1940, as authorizing him to define documentary materials 
marked SECRET, CONFIDENTIAL, or RESTRICTED as ''equipment»» of which it 

would be unla^vful to make any photograph or graphical representation 
without permission. 



The act in question (52 Stat, 3) was entitled "An Act to prohibit 
the making of jiiotographs, sketches, or maps of vital military and 
naval defensive installations and equipment, and for other purposes" 
[Annex W here]. The President’s implementation of this act by 
defining certain vital military and naval installations or equipment 
as requiring protection against the general dissemination of information 
relative thereto" was contained in Executive Order No, 83S1 [Annex X 
here]. 

Congress, in passing the act of January 12, 1938, can hardly have 
expected that it would be interpreted to be applicable to documentary 
materials as "equipment." See in this connection the questioning of the 
proposed legislation in the House of Representatives on January 5, 1938, 
where the applicability is clearly understood to be to defenses such as 
fortifications [Annex Y here]. The provisions of the Executive order 
were probably a substitute for equivalent express provisions of law that 
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Congress could not be expected to enact e Mention may be made in this 
connection of the refusal of Congress, long after the attack on Pearl 
Harbor, to pass the proposed War Security Act submitted to Congress by 
Attorney General Francis Biddle on October 17, 1942 (H. R. 1205, 78th 
Congress, 1st Session). 

Summary 

Defense-information marlcings properly so called were introduced 
during World War I. Navy Department issuances on the subject regularly 
invoked the Ekspionage Act of June 15, 1917, as sanctioning such markings. 
This became interdepartmental practice when Army and Navy regulations 
on the matter were coordinated in 1936. Just before World War II an 
Executive order invoked for the further protection of such markings a 
law of 1938 pro'vLding for the protection of information about vital 
military and naval installations and equipment. 
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